
UNIT 4

Transport-Level Security:
•Web Security Considerations, 
•Secure Sockets Layer, 
•Transport Layer Security,
• HTTPS, 
•Secure Shell(SSH)



• Web Security Considerations

• Why do we need security for our websites , 
internet  and how can we provide security and 
what are different way to provide security.



USER A USER B

Attacker

When we are using internet, clicking the data or sending data to 
other there are always vulnerabilities(attackers) are there…there 
is chance of attacking the message 
In order to avoid the attackers  we need security…
Security is required all the web sites to protect our website 
content



• How to secure our web sites
• We have 6 ways
• 1. Updated Software
• 2.Beware of SQL Injections(modify the table data to disturb the 

integrity of data)
• 3.Cross site Scripting(XSS) (Attacker will send client side script 

in to our web sites Ex: Google forms—Faulty data injected to our 
data base) 

• 4. Error Message  
• 5.Data Validation
• 6 . Passwords











Secure Socket Layer(SSL)

• It is used to provide security for 
communication between two users(message is not 

altered ,not deleted,not known to the third person)

• In order to ensure security the message is transmitted safely from user A 
to user B  we use the Secure socket layer protocol

• It ensures Integrity,  Authentication, Confidentiality of the message

• It lies between  Application layer and transport layer of TCP/IP Protocol

• SSL

Application Layer

Transport layer



• Protocol Stack of SSL



• SSL Record Protocol:

• It has 2 services

• 1. Confidentiality--- message is not known to the  3rd

person

• 2. Message integrity---by MAC



• The SSL Record Protocol provides basic security services to

various higher-layer protocols. In particular, the Hypertext

Transfer Protocol (HTTP), which provides the transfer service

for Web client/server interaction, can operate on top of SSL.

Three higher-layer protocols are also defined as part of SSL:

the Handshake Protocol, Change Cipher Spec Protocol, and

Alert Protocol. These SSL-specific protocols are used in the

management of SSL exchanges.



SSL Record Protocol Operation



Figure shows the overall operation of the SSL 
Record Protocol. The Record Protocol takes 
an application message to be transmitted, 
fragments the data into manageable blocks, 
optionally compresses the data, applies a 
MAC, encrypts, adds a header, and transmits 
the resulting unit in a TCP segment. 
Received data are decrypted, verified, 
decompressed, and reassembled and then 
delivered to higher-layer applications. 



• SSL Handshake Protocol:  
• -- Ensures Authentication
• -- Most complicated part it SSL
• --Key exchange between client and server
• Working:
• 1. Connection establishment with server
• 2. Key exchange from server to client
• 3. Key exchange from client to server
• 4. Handshake done from server



• The most complex part of SSL is the Handshake Protocol. This 
protocol allows the server and client to authenticate each other and 
to negotiate an encryption and MAC algorithm and cryptographic 
keys to be used to protect data sent in an SSL record. The 
Handshake Protocol is used before any application data is 
transmitted. The Handshake Protocol consists of a series of 
messages exchanged by client and server, which can be viewed in 4 
phases:

• Phase 1. Establish Security Capabilities - this phase is used  by the 
client to initiate a logical connection and to establish the security 
capabilities that will be associated with it

• Phase 2. Server Authentication and Key Exchange - the server 
begins this phase by sending its certificate if it needs to be 
authenticated.

• Phase 3. Client Authentication and Key Exchange - the client should 
verify that the server provided a valid certificate if required and 
check that the server_hello parameters are acceptable

• Phase 4. Finish - this phase completes the setting up of a secure 
connection. The client sends a change_cipher_spec message and 
copies the pending CipherSpec into the current CipherSpec



Figure shows the initial 

exchange needed to 

establish a logical 

connection between client 

and server. The exchange 

can be viewed as having 

the four phases discussed 

previously.



SSL Change Cipher Spec Protocol

It has only one message  single byte( 1 byte)
Copies the pending state into the current state



SSL Alert Protocol

-- alerts (notfications)are related to SSL are send to the clients
-- has 2 bytes

Byte1 : can  have values as 1 or 2
1Warning    2 Fatal Error(terminated)

Byte2 : it will specify the type of error


